BLUEMARK ACADEMY

DoS / DdoS

Duration: 2 Days - Training format: Virtual Classroom / Online

Description

The scale of decommissioning attacks, which is an easy to organize, difficult to prevent and
effective type of attack, is increasing day by day. Detailed information about DoS/DDoS attacks
will be provided and necessary techniques will be conveyed to minimize the impact of these
attacks on the organization.

Delegates will learn

e Understanding DoS/DDoS Attacks

e DoS/DDoS Attack Types

e Measures to be Taken Against DoS/DDoS Attacks

e Advanced Defense Methods against DoS/DDoS Attacks

Outline

Understanding DoS/DDoS Attacks

e Causes of DoS/DDoS Attacks
e Date of DoS/DDoS attacks
e Anatomy of DoS/DDoS attacks

DoS/DDoS Attack Types

e Attacks on protocols
e Attacks on apps

e DoS attack types

e DDoS attack types

Measures to be Taken Against DoS/DDoS Attacks

e Technical measures to be taken
e Establishing an active stance against attacks
e Defense objectives and achievement measures

e Deciding on the right defense approach

Advanced Defense Methods against DoS/DDoS Attacks

e Determination of general defense strategy

e Prepare to attack
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e To intervene while the attack is in progress

e Improving your network against DoS/DDoS attacks

Prerequisites

There are no prerequisites
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