
Effective Measures Against Data Leaks

BlueMark Academy | 1

Effective Measures Against Data Leaks

Description

Participants are provided with the necessary technical information on creating
processes to take effective measures against data leaks and preventing data leaks.

Delegates will learn

Data Leaks
Data Leaking from Clients and Servers
Data Infiltration from Applications
Measures against Data Infiltrations

 

Outline

Data Leaks

Threats targeting databases
Finding data in the organization network
Understanding the value of data
Risk analyses related to data losses

Data Leaking from Clients and Servers

Leaking data with USB and portable devices
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Data leakage over the network
Physical data leakage
Other data leakage methods

Data Infiltration from Applications

Data leakage through web applications
Ensuring application security against data leakage
Access and authorization controls
Backup and archiving

Measures against Data Infiltrations

Technological measures against data leakage
Establishment of policies and processes
Long-term measures
What to do in case of data leakage

Prerequisites

There are no prerequisites
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